Abstract-This paper presents a design concept and imple mentation of an indoor passive tracking system that utilises an array of Wi-Fi transceivers, and without any electronic device or tag attached to the object being tracked. Such tracking is made possible by exploiting the fundamental characteristic of signal attenuation due to object blocking, i.e. shadowing, that is prevalent in a typical wireless communication system. By detecting significant signal attenuation in the system (i.e. by measuring the received signal strength value), it is possible to infer that an object is blocking the line-or-sight (LOS) link in a transceiver set and therefore transforming the existing hardware confignration into a proximity sensors network.
I. INTRODUCTION
Assistive technology such as location-based service is increasingly gaining momentum due to the wide spread prolif eration of smart mobile devices. While outdoor tracking using Global Positioning System (GPS) technology is popular, the study on indoor tracking [1] remains as a challenge and largely conceptual due to significant attenuation of satellite signals caused by buildings, furniture, obstacles, etc.
Indoor location tracking, contrary to an outdoor-based system, has two categories of research due to the nature of deployment limit that is confined to a closed site. The first category is the "active tracking strategy" that mostly mimic an outdoor tracking where a subject/object is required to carry a device/tag that could either calculates its own position based on a series of signal detection from the surroundings or by transmitting signals that may be collected by some probing stations in the surroundings. One of the more prominent examples in this field is radio frequency identification (RFID) technology used in factory automation and integration, smart parking lot access, airline baggage identification, etc. The RADAR [2] and LANDMARC [3] projects are some of the efforts previously attempted in realising indoor tracking system using such configuration.
The other category of indoor tracking, which is the focus of this paper, is known as the "passive tracking strategy". This strategy has an interesting feature where the emphasis is on a tagless (i.e. device-free) approach. Apart from that, the tracking system will be transparent to the subject being tracked, which means that the tracking activity will not be 978-1-4799-6314-0/15/$31.00 ©2015 IEEE 138
known to the subject a priori. Scenarios that make use of a passive approach are plentiful. Due to the anonymity in the tracking data, it is useful to deploy such a system in locations where the privacy of the subject cannot be violated, while at the same time, the observation is only required for monitoring purposes. Another advantage for this type of system is the convenience of deployment from the observer's point of view because tracking tags/devices are not required.
Ta king an example of customers in a departmental store, it is possible to monitor their visiting pattern in the store layout. The identity of the customers in not important but it could be useful to know the "hotspot" of the store so that relevant sales activities or tryout events can be positioned at a more strategic location. This is possible without requiring the customers to carry some sort of awkward devices when visiting and there is no issue of identity disclosure. Other possible deployment of a passive tracking system could be old folks home, museum, etc.
The technique proposed in this paper uses Wi-Fi signal to achieve a passive tracking system [4] . It exploits the phenomenon of radio frequency (RF) signal attenuation due to obstacle blockage [5] , [6] . In particular, when an obstacle (e.g. a human) position itself between two Wi-Fi communication points (e.g. a router and a receiver), the attenuation in the received signal strength (RSS) value in the data packet will reflect the presence of the obstacle.
In the subsequent parts of this paper, Section II explains the fundamental theories behind the proposed system, Section III elaborates on the work on proof of concept while Section IV discusses the final implementation of the proposal. Finally, discussions on the results are provided in Section V and Section VI concludes this paper.
II. BACKGROUND
Wi-Fi signal that operates in the 2.4 GHz radio frequency band is a type of electromagnetic wave that interacts with the environment, and undergoes reflection, refraction and diffrac tion. From time to time, as it is blocked by objects in its transmission path, a phenomenon called shadowing will result in an attenuation of the received signal at the receiver's end. Such an occurrence, known as large-scale fading, is a critical issue in wireless telecommunication system as the effect is detrimental to the bit-error-rate (BER) performance of the system [7] .
Another issue for an indoor environment is the small-scale fading that, for instance, resulted from multipath propagation which causes instantaneous fluctuations in the received signal level [7] . The multipath interferences could be either construc tive or destructive to the main line-of-sight (LOS) component. Consequently, it may no longer be straightforward to observe a signal drop due to shadowing as compensations may come from those multipath propagation. Attempts on radio signal propagation modelling for an indoor environment is also a non-trivial work due to site-specific parameters such as floor layout, moving objects, and numerous reflecting surfaces [5] , [8] .
Wireless local area network (WLAN) operating in the In dustrial, Scientific and Medical (ISM) band is a very common infrastructure found in public hotspots and enterprise location monitoring. Furthermore, as it has a dominant standard as out lined in the IEEE 802.11 specifications, it becomes appealing if existing WLAN infrastructure can be converted to support an indoor tracking system [1] as deployment cost can be kept to a reasonable, if not minimal, level.
The foundation of WLAN-based tracking and location es timation system relies mostly on the RSS value. The RADAR system [2] proposed by Microsoft research group was among the more significant work in the field of indoor position tracking research. In that proposal, 3 desktop computers were used as Wi-Fi access points (APs) and a laptop as a transceiver unit. The laptop was tracked as the target object in a typical indoor environment. Youssef et al. also [5] reported their research on tagless localisation using a wireless network. In their investigation on the variance of RSS value in a WLAN, an experiment was conducted with the purpose of detecting the motion of an object and subsequently its location using a manually trained look-up table.
On the other hand, our investigation on a passive indoor system relies on the fundamental concept of LOS link blocking as a proximity sensing in a WLAN as illustrated in Fig. 1 . We also looked into the feasibility of our strategy in terms of object tracking. 
Conceptual illustration of the proposed indoor location tracking technique.
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III. CONCEPT TESTING
The proposed concept was verified using two modem routers (TD-W8901G Wireless ADSL2+ Modem Router) that operate at a frequency of 2.4 GHz to function as transmit ters, and a Wi-Fi USB adapter (TL-WN321G wireless USB Adapter) to function as a probing station. The data was processed using a freeware called "inSSIDer" [9] installed on a Toshiba NB305 laptop. "inSSIDer" is a Wi-Fi data acquisition tool that is able to extract the RSS values from Wi-Fi data packets and present the data in graphs for easier visualisation. The configuration of the modem routers and the wireless USB adapter is shown in Figure 2 . All devices were placed at a height of 85 cm above the floor. Observations on the signal attenuation on the transmission links between the modem routers and the Wi-Fi USB adapter were made by having two persons of different body sizes (see Table I ) standing on designated spots as shown in Fig. 2 . The direct signal propagation for an indoor environment follows the free space model according to the Friis' transmis sion formula as shown in Eq. (1).
where PT and PR are the transmit and receive power levels, GT and GR are the gains of the transmit and receive antennae, A is the wavelength of the RF signal, and R is the distance between the transmit and receive antennae.
From the technical specifications of the modem routers, it is calculated that the theoretical unobstructed RSS value should be -33 dBm at a distance of 5 m. Ta ble II shows that the theoretical calculations corresponded well with the measured values (between -33 dBm and -31 dBm). For the readers' information, test spots 1-4 should block signal from the left router modem, test spots 6-9 block the right modem router whereas test spot 5 should block both. Table III shows the signal attenuation calculated from the raw data shown in Table II . It can be observed that the drop in RSS is at least 6 dB, with an average of 11.5 dB. Multipath propagation seems to have little effect in the test scenario which could mean that the compensation are less significant as compared to the signal loss incurred from a direct block of LOS. Apart from that, it also appeared that body size does not incur any significant observable difference in the attenuation level. A screenshot of the "inS SIDer" software is shown in Fig. 3 . It depicts a continuous observation on the RSS value where negative spikes indicate when a test subject was moving from test point 2 to 8. This condition confirms the feasibility of the proposed passive tracking system but nevertheless with limitation on the tracking speed. In any case if the test subject 978-1-4799-6314-0/15/$31.00 ©2015 IEEEis moving faster than the scanning rate of the receiver/software, it is possible that the motion will not be detected by the system. Fig. 3 . Screenshot of the "inS SIDer" showing 2 obvious drops in the signal strength level when the respective LOS was blocked by a test subject.
B. Prototype
The subsequent stage of the work was to produce a working prototype. After some review, it was found that with C Sharp (C#) progranIming language and the .NET framework [10] , data from "inS SIDer" can be extracted directly. The relevant development duration for a graphical user interface (GUI) was also relatively fast and convenient. For ease of testing, we fixed the positions of the modem routers and the Wi-Fi USB adapter as shown in Fig. 4 . 4 . Controlled environment for the prototype testing.
The prototype GUI has an interface as shown in Fig. 5 . The right panel has 8 squares corresponding to the actual environment in Fig. 4 where the relevant square will be highlighted whenever an obstacle moves into the LOS of the router modems. Prior to the commencement of the procedure, the proposed system will acquire the average RSS values from all router modems. This action is initiated by pressing the "get average" button. Subsequently, by using the average values and the empirical thresholds found in Section III-A, as soon as one of the RSS values drops below 5 dB from their average, the obstacle is considered to be detected and the relevant square gets highlighted accordingly. Fig. 6 shows a demonstration on the working principle of the prototype. Fig. 5 . GUI of the prototype software. Fig. 6 . A demonstration on the prototype Gill . As a subject passes through one of the LOS links, the corresponding square in the GUI gets highlighted.
IV. IMPROVED IM PLEMENTATION
The aforementioned prototype was a sandbox for the proof of concept but nevertheless suffered from several shortcom ings. One of them is the refresh rate of "inS SIDer" that is at a mere 1 Hz. At such a refresh rate, it is possible to miss the detection of a subject that is just walking at a casual speed of 1.4 mls [11], [12] . The other one being the observable random fluctuations that exist in the RSS values obtained. This condition is undesirable as the fluctuations may rapidly trigger on and off a detection while in actual fact a subject could be just standing idly on a LOS link. Finally, there is a lack of flexibility to reconfigure the position of each router modem. The QUI software needs to be recompiled every time the layout of the environment is changed, in order to reflect the new layout.
An improved implementation of the proposed passive tracking system is designed to address the aforementioned is sues. We opted for a solution using "nI80211" library [13] that works under QNUlLinux operating system. With "nI80211", it is possible to have native communication to the wireless USB adapter without relying on another proprietary software such as "inSSIDer". In addition, empirical observation has shown that the scanning rate can be increased to at least 3 Hz by requesting a restrained Wi-Fi frequency channel scanning via "nI80211".
The false triggering due to random fluctuations in the RSS values is eliminated using a hysteresis triggering scheme 978-1-4799-6314-0/15/$31.00 ©2015 IEEE 141 similar to a Schmitt trigger in an electronic system. In a simple definition, the threshold setting for both the on and off detection is configured at two different values so that when a subject is under detection, minor signal fluctuations will not cause the trigger that falsely indicates the subject is leaving. Fig. 7 illustrates the operation of such a mechanism.
Signal
Single-threshold trigger Dual-threshold trigger The final QUI of the proposed passive tracking system is depicted in Fig. 8 . The interface can be basically split into three panels. The left panel is for setting the various configurations available to the tracking operation. The more significant settings being the refresh rate of scanning and the configuration for the router modem's positioning. As it has been stated about the inflexibility of the initial prototype, this final QUI allows user to configure the layout of the modems' position and sensing threshold of each router modem, and save it as a file for future use. The bottom right of the QUI features a log that records all the user's interaction to the QUI and all relevant tracking activity. The most prominent feature of the QUI software is the map on the top right panel. The software will indicate the router modems as hollow circles and the probing station (e.g. the USB adapter) as a solid circle. Dashed lines are drawn from the USB adapter to the router modems to illustrate the LOS. A white dot will be displayed on the corresponding LOS as soon as a subject is detected. As time passes and the subject is found moving around, the accumulated tracking points will be shown as a white fading trail with the most opaque one being the latest position.
V. DISCUSSIONS
The investigations have validated the feasibility in exploit ing Wi-Fi signal as a proximity sensor. This can be used as a surveillance system to detect a human or moving object without requiring any a priori tag or device. Consequently, it alleviates any concern on privacy issues when, for example, a camera would have been used. As we have found out, the layout of the router modems is one of the major factors influencing the overall performance of the system. Although one of the advantages of the proposed system is to utilise the existing hardware, the effectiveness of sensing may be affected if a router modem is placed at a far-away distance. More access points might be required in case the existing ones are not sufficient to provide sufficient tracking. These concerns will be further investigated in the future.
Although currently the refresh rate of scanning an object is three times faster than the initial prototype, a more rapid refresh rate is still desirable. At the current rate of 3 Hz, the system is likely to miss a detection if the subject is walking at a faster speed, e.g. brisk walking. Besides this, the refresh rate is also complicated by the number of access points to be processed where the processing time will be longer as the number of access points increase, which further slows down the refresh rate. However, with the use of "libnl", the bottleneck now lies with the speed of the Wi-Fi USB adapter itself. Therefore, it may be necessary to design customised receivers for the proposed system.
The continuous tracking described in the proposed system is currently restricted to a single target. When more than one subject enters the monitored environment, they can still be detected although they may create confusion in tracking as their identities will not be known. In practice, it is still possible to track multiple targets simultaneously as long as the subjects are not too close to one another (e.g. not on the same LOS link). In such situation the system can still be used to count the number of people or estimate the concentration of people within the environment. In the subsequent phase of this project, statistical signal processing method using a probabilistic model will be employed to achieve better detection and tracking.
VI. CONCLUSION
This paper has presented a proof of concept of a passive indoor tracking system that can be used to detect and track a subject that is moving within an environment monitored by an array of Wi-Fi router modems without carrying any device or tag. The system is implemented using GNUlLinux software "libnl". The fundamental working principle of the system is based on signal attenuation that occurs as an object or human blocks a LOS between a router modem and a Wi-Fi receiver. Experimental results have suggested that multipath propagation that is typically present in an indoor environment has little effect on the attenuation caused by a direct block on the LOS link.
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